Security and Privacy Books
Chief Information Security Officer

Cyber Security

ISBN: 9781780172163

ISBN: 9781780173405

This practical book details the role of CISO
in organisations, including responsibilities,
required and desirable skills, relevant
industry standards and frameworks, career
progression opportunities and case studies.
The checklists and pragmatic tips in every
chapter will help you get to grips with the role and prepare
you for success.

Cyber security is more essential today than
ever, not just in the workplace but at home
too. This book covers the various types of
cyber threat and explains what you can do to
mitigate these risks and keep your data
secure.

Information Security Auditor

Information Risk Management

ISBN: 9781780172163

ISBN: 9781780172651

The role of an information security (or
assurance) auditor is vital for identifying
security gaps in an organisation's
information systems. This practical book
gives an excellent introduction to the role,
covering areas such as purpose, required
skills, responsibilities, interface and career progression
as well as tools, standards and frameworks.

Information risk management (IRM) is about
identifying, assessing and prioritising risks
to keep information secure and available.
This accessible book provides practical
guidance to the principles and development
of a strategic approach to an IRM
programme. The only textbook for the BCS Practitioner
Certificate in Information Risk Management.

Information Security Management Principles
2nd edition

Business Continuity Management Systems

ISBN: 9781780171753

This practical guide is written for
organisations that are implementing a
business continuity management system
and certification in line with ISO 22301. It will
prove invaluable for those new to business
continuity management or to management
systems. Enriched with self-assessment checklists,
worksheets and top tips.

In today’s technology-driven environment,
there is an ever-increasing demand for
information delivery. A compromise has to
be struck between security and availability.
This book is a pragmatic guide to
information assurance for both business
professionals and technical experts. This second edition
includes the security of cloud-based resources.

ISBN: 9781780171463

Security Architect

Business Continuity Management

ISBN: 9781780172200

ISBN: 9781906124724

Security architects are responsible for
maintaining the security of an organisation's
computer systems as well as designing,
developing and reviewing security
architectures that fit business requirements,
mitigate risk and conform to security
policies. This book gives practical career guidance to
those who are interested in the role.

Successful business continuity requires the
creation of and adherence to a plan that
ensures an organisation's critical functions
are maintained or restored in the event of
disruption, eg fires or industrial action. This
book provides a straightforward templatebased approach and is a must for CEOs, IT directors and
business unit managers.

Data Protection and Compliance in Context
ISBN: 9781902505787
This comprehensive accessible guide for
those with little or no legal knowledge
provides detailed analysis of current data
protection laws. It enables the reader to
construct a platform on which to build
internal compliance strategies. The author is
chair of the National Association of Data Protection
Officers (NADPO).

